Setting up Process and Folder Exclusions under Windows Defender AV and Threat Protection

Right click on the Start button
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Antivirus, browser, firewall, and network protection for your device

& Find my device
Track your device if you think you've lost it

Device encryption
Help protect your files from unauthorized access

[



Select ‘Virus and Threat Protection’

Privacy & security > Windows Security

Windows Security is your home to view and manage the security and health of your device.
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Actions recommended.

Under ‘Virus and Threat Protection’ select ‘Manage Settings’

O Virus & threat protection

Protection for your device against threats.
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% Virus & threat protection settings

Cloud-delivered protection is off. Your device may be vulnerable,

Turn on

Manage settings

Dismiss

Disable or turn off all ‘On’ switches for each section as you scroll down to the ‘Exclusions’ section and
click on ‘Add or remove exclusions.

Tamper Protection
Prevents others from tampering with important security features.
A\ Tamper protection is off. Your device may be vulnerable. Dismiss
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Controlled folder access requires turning on Real-time protection.

Controlled folder access

Protect files, folders, and memory areas on your device from unauthorized
changes by unfriendly applications.

Manage Controlled folder access

Exclusions

Microsoft Defender Antivirus won't scan items that have been excluded.
Excluded items could contain threats that make your device vulnerable.

Add or remove exclusions



Click on ‘Add and exclusion’

Exclusions

Add or remove items that you want to exclude from Microsoft Defender
Antivirus scans.
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No existing exclusions.

Select ‘Process’
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In the available Process field, enter in the .exe files one at a time that are specific to the workstation
and/or iMedia applications you have installed.
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For the OnAir workstation with OnAir installed (with OnAir Record Edit, Automerge enabled, etc.)

Add:

e onair.exe

e PTA.exe

e automerge.exe
e dbapp.exe

e mtp.exe

e mysql.exe

e SetupSQL.exe

Add a folder exclusion for the following:



e C:\OnAir
e C:\OMT Tools
o 0O\

For a standard workstation that has any of the following applications installed, add the following Process
exclusions:

e lLog Tools add MLT.exe

e Production add MTP.exe

e Voice Tracking add MVT.exe

e iMedialmport add iMedialmport.exe

For a workstation or server that has Logger installed:
Add the following Process Exclusions:

e Logger.exe
e Setwiz.exe
e mysql.exe

Add the following folder Exclusions:

e C:\Program Files (x86)\iMediaLoggerV6
e C:\OMT Tools
e O:\ (if using an iMedia DB for DB recordings)

For a Central Audio Server, add the following Process exclusions:

e mysql.exe
e SetupSQL.exe
e dbapp.exe

If the following applications are installed on the server:

e iMediaTransfer add iMediaTransfer.exe
e Voice Tracking Portal add VTP.exe and ADC.exe
e iMedialmport add iMedialmport.exe

For a Central Audio Server, add the following folder Exclusions:

e  C:\OMT Tools or C:\OMT _Tools (depending on version)
e O\

For a Remote Voice Tracking workstation or laptop, add the following Process exclusions:

rmvt.exe



mysql.exe
SetupSQL.exe
For a Remote Voice Tracking workstation, add the following folder exclusions:

C:\OMT Tools



